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Introduction

Overview


DHL provides ShipIT (Ship Internet Tool), an API for shipping with DHL.  ShipIT provides customers with the ability to connect to DHL programmatically, submit shipment information, and receive a rate and service estimates, label information, and label images (if desired) in response.  The rate and service estimate may be accessed independent of, or in conjunction with, a shipment request.  In addition it is possible to register new shipping locations for use with ShipIT through the Register Account API.  

ShipIT is designed to implement domestic shipping functionality only.  

Key Features: 

· ShipIt will be executed over HTTPS using XML as the data format. 

· Customers will identify themselves using an ID and Password that DHL has assigned.

· Customers will go through an integration process that allows them to test their code, validates the XML format of their requests and validates that labels are generated in the proper format.

· The Shipping API will support shipping within the domestic US (including Alaska and Hawaii).
· Shipping to and from Puerto Rico and the Virgin Islands or any other international destination is not available through the API at this time.  
· ShipIt will support the ability to void a shipment that has not yet been processed through the end-of-day manifesting cycle.  

This document outlines the features available in ShipIT, the processes required to setup your organization to use the ShipIT, and the implementation details necessary for integrating the API into your organization’s system.

Features

1.1.1 Features Included in ShipIT

Shipping functionality includes most of the domestic shipping features available in the DHL Web Ship product.  The features include:

· Shipping within the domestic US (including Hawaii and Alaska) for the following services:

· Express 

· Next Afternoon

· Second Day

· Express 10:30

· Express Saturday

· Ground

· Per Shipment Rating (consolidation) 

· COD Shipping 

· Hazardous Materials Shipping 

· Hold at DHL
· Notify Receiver of an incoming shipment (via email)

· Notify Other that a shipment has been tendered (via email)

· Label Image printed on standard 8.5” X 11” paper in the following formats: 

· PNG

· GIF

· Future Day Shipping (up to 9 days in advance)

· Void Shipment (prior to end-of-day manifesting)

All shipments submitted through ShipIT will be processed automatically through an end-of-day manifesting cycle, unless they are voided beforehand.  This process calculates the final rates for the shipments, and uploads the shipment data to DHL’s tracking and revenue systems.  Once a shipment has been processed through end-of-day manifesting, it is considered a ‘live’ shipment in DHL’s systems, and will be invoiced. The ShipIT end-of-day manifesting cycle will occur at 10:00pm local time.   

1.1.2 Familiar Shipping Features not currently Included in ShipIT

Some of the shipping functionality that your organization may be familiar with that are not yet included in the ShipIT function are: 
· Shipping to or from Puerto Rico and the Virgin Islands

· International Shipping (Available in a separate XML implementation)
· Multiple piece shipping

· Out Of Origin Shipping 
· Editing of a shipment previously submitted (To edit a shipment, the shipment must be void and resubmitted.)
· Options for Printing Label size: 4” x 6

Usage Considerations

DHL conducts a regular maintenance on Sundays from 3pm to 5pm PST. API requests may not be processed during this time.  If a planned outage is required outside of the regular maintenance window, an email will be sent to the contact person(s) identified on the API account 24 hours prior to the outage.

Due to the nature of API systems, DHL can only ensure system performance and response times for processing that occurs on DHL’s servers.  Other factors such as the time it takes for your request to cross the public Internet to or from DHL’s API, and/or the amount of time it takes your system processes to execute will impact overall performance. 

In order to facilitate capacity planning, DHL requests that you provide an estimate of your transaction volumes and volume patterns.   

Security

Two sets of security credentials are necessary for ShipIT to authenticate an XML Request.  The first, the API System ID and password, authenticates the DHL eCommerce request and provides access into the DHL system.  Only if the API System ID and password are successfully authenticated will the second pair, the Shipping Key and Customer Number, be authenticated.   The shipping key and customer number are used as an additional authentication to ensure security when processing customer number related requests.  

In the event of security concerns, DHL reserves the right to disable access to the API system.  Every effort will be made to contact the customer before these steps are taken.

Some additional security features in the DHL API system:

· API System IDs and Shipping Keys are only authorized for API transactions.

· API System IDs and passwords will be system generated by DHL, and are not editable unless re-issued.  

· API Shipping Keys will be system generated by DHL, and can only be edited if the Customer Number is re-registered.

Aside from ensuring security, DHL is committed to assisting you with maintaining additional IDs:

· One API System ID may be used with multiple shipping keys belonging to your corporation.

· Multiple Shipping Keys can be registered for one Account Number.  

NOTE: Shipping Keys and System IDs expire 180 calendar days after their last inclusion in a successful API Request; contact your XML Integration Specialist for assistance in obtaining new Ids.

Customer Setup Requirements 

First Steps: Initiation and Testing in the Integration Environment 

Please completed the API SignUp Form and email it to XMLRequests@dhl.com. You will be receiving your testing credentials (id, password and shipping key) shortly. If you do not receive your credentials in 3 business days please send a follow up email to XMLRequests@dhl.com. Incomplete or inaccurate information may cause the registration process to fail. 
Please review the attached documentation. With the documentation provided you should be able to code the necessary XML requests into you company’s shipping application. Due to the number of XML requests, and the overwhelming number of variations on implementation methods, programming assistance will not be provided for the API. However assistance with validating and testing the XML structure and format is readily available. Send all XML format questions to your integration specialist at XMLRequests@dhl.com. 

The URL to be used during development, testing and certification is: 
HTTPS:\\eCommerce.airborne.com\ApiLandingTest.asp

Second Steps: Certification Tests 

All customers must go through the Certification process to validate that they are connecting properly, using well-formed XML, and are able to print valid DHL labels for their shipments.  The customer will be eligible for production status when they have: 

· Provided request and response XML messages for the ShipIt or RateIt certification tests 

· Provided request and response XML messages for the Void tests.
· Sign and return the API Licensing Agreement and Customer Agreement (Contract of Carriage)

Your XML Integration Specialist will send the API Licensing Agreement and a Contract of Carriage Agreement. Both documents must be signed and originals returned before a customer can be placed into a production status.

Detailed below are the transactions that must be executed in the Integration environment to fulfill the Certification testing requirements.  

Please note:  Multi-carriers must successfully complete all tests.

ShipIt Certification Tests

Certification testing for Generate Domestic Shipment:

1. Shipment request and label generated for Express Service (using Additional Protection and shipment type of Letter).

2. Shipment request and label generated for Express Saturday Service.

3. Shipment request for Saturday Delivery with a Shipment date that is not a Friday.

4. Shipment request and label generated for Express 10:30 A.M. Service.

5. Shipment request and label generated for Second Day Service (using a weight over 20 pounds, Asset Protection, and Bill To Receiver) 
6. Shipment request and label generated for Ground Service 
7. Shipment request and label generated for HAZ and/or HAA (if applicable)

8. Shipment request and label generated for COD shipment (if applicable)

9. Shipment request to an offshore (Alaska or Hawaii) destination.

10. Shipment request using the following features:  Bill To 3rd Party, a Zip code override, and the Notification Message.
11. Shipment request with non-existent zip code (00001). (Error transaction)
12. Shipment request for a Letter with an additional protection value of $1000. (Error transaction)
13. Shipment request for COD with Hazardous Materials. (Error transaction)
14. Shipment request with invalid account number. (Error transaction)
15. Shipment request for a Package with an Asset Protection declared value of $100,000, and Dimensions of 45x56x100 (Error transaction)
Void Certification Tests

Certification testing for Void Shipment:

1. Void request for API generated airbill.

2. Void request for Airbill already shipped (past day-end manifesting or shipment date) (Error transaction)
RateIt Certification Tests

Certification testing for generating Rate Estimate/Request:


1. Rate request and XML response for Express Service (using Additional Protection and shipment type of Letter).

2. Rate request and XML response for Express Saturday Service.

3. Rate request and XML response for Saturday Delivery with a Shipment date that is not a Friday.

4. Rate request and XML response for an Express 10:30 A.M. Service.

5. Rate request and XML response for Second Day Service (using a weight over 20 pounds, Asset Protection, and Bill To Receiver).

6. Rate request and XML response for Ground Service (if applicable).

7. Rate request and XML response for HAZ (if applicable).

8. Rate request and XML response for COD shipment (if applicable)

9. Rate request and XML response with non-existent zip code (00001).  

10. Rate request and XML response for a Letter with declared value of $1000.

11. Rate request and XML response for COD with Hazardous Materials.

12. Rate request and XML response for Asset Protection declared value of $100,000, and Dimensions of 45x56x100.
Once your certification tests are approved and DHL has received the signed Agreements, your organization is ready to transition from integration to production.


Third Steps: Moving to Production

After your organization has successfully implemented the processing of DHL’s XML responses, passed all certification tests, and submitted signed versions of the Agreements, your organization is ready to transition to the Production environment.  The Production URL is: 

HTTPS://eCommerce.airborne.com/ApiLanding.asp

Once you begin using the Production URL, all shipments transmitted will be “live” shipments.  If a shipment is to be canceled, it must be done so via the Void Shipment API function before the end-of-day manifesting cycle has started.

You may continue to use the test URL to test future system changes and upgrades.  

Final Steps: Maintaining your Production Profile


DHL will notify your primary and secondary contact when new version updates are available.  Previous versions will be available for a specified amount of time while your corporation upgrades your XML to receive the latest functionality.  Please contact your XML Integration Specialist with any updates in contact information.

3
Shipping API Request Process Flow
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To initiate a Shipping API transaction, Customers will make an HTTPS request.  This request will consist of the standard HTTP “POST” request, which includes the request, request header fields, and the message body.  The message body of this request will be the Shipping API Request XML.  This request will be executed using a secure socket layer (SSL).  SSL allows safe transmission of IDs and Passwords by providing a secure connection that encrypts all data transmitted.

The URL used for the ShipIT, TrackIt & ReturnIt is:


Integration Environment:  


HTTPS://eCommerce.airborne.com/ApiLandingTest.asp

Production Environment:

HTTPS://eCommerce.airborne.com/ApiLanding.asp

An HTTP Request is a synchronous transaction, so for every POST initiated by a customer, there will an HTTP response.  The Shipping API response XML will be returned in the message body of the HTTP response. The Shipping API will be available over the public Internet, or arrangements may be made for a private connection such as a frame relay.

2 Shipping API Programming Guidelines

Who to Contact with questions:

Your technical contacts at DHL include: 

· XMLRequests@dhl.com  Email support for API related questions.

· Directly emailing your XML Integration Specialist.

· Directly calling your XML Integration Specialist.

Differences between an DHL eCommerce Request and Shipping Requests 

Each API transaction request will consist of an XML document composed of two parts.  The main document will be a standardized DHL root element, which will contain global information that pertains to the API transaction regardless of business function requested.  This is known as the eCommerce Request.  The second part will be a child node of the eCommerce element, and it will be specific to the business function requested, in this case the Shipping Request.

Each ShipIT request consists of an eCommerce request, which contains the shipping function request(s). 

The eCommerce request is a generalized DHL request that handles the initial authentication and authorization of your API System ID separate from each individual shipping request.  

A DHL eCommerce API request may contain up to 5 shipping requests.  This may be any combination of Generate Shipment and Void Shipment requests, and each request may use a different Shipping Key.   This feature will allows processing of multiple requests in one HTTP transaction.  Please keep in mind that each additional request per transaction will impact the response time accordingly.

The Shipping request section will contain the information required to authenticate and process that specific request.

Transaction Trace 

In the ShipIT transactions, an element named TransactionTrace had been provided.  This element serves as a placeholder for your company's proprietary data that is related to the shipment or transaction, but not required by DHL's API request.  Any data placed in this element in the Shipping API Request will be returned in the Response document.  Data contained in this element may be any format (XML, comma delimited, free-form text), as long as it is under 255 characters in length.  It is recommended that data included in this element be enclosed in a CDATA definition.  DHL will NOT process or persist any data or XML that is included in the Transaction Trace.  

XML Guidelines

The following rules will apply to all Request and Response XML schemas:

· Each API transaction request will consist of an XML eCommerce Document that handles authentication and authorization

· All dates will be in CCYY-MM-DD format (2001-07-31).

· All times will be in hh:mm (military time).  All times are local for the location in which they occurred.

· Boolean values are to be represented as "true" and "false".

· Child elements that occur one or more times are only required when the parent element is present. 

· All submitted XML must be contained in a single XML document.  That means only one <?xml version=”1.0”?> should be included per request.

· Certain elements may be enclosed in CDATA sections to prevent the XML parser from altering their values.  Using a CDATA definition is recommended for all elements that contain data that is variable input or free form text (e.g. Contents Description).

· All element names are mixed case with no spaces or underlines.  (e.g. <ShipperReference>)

· All attributes are lower case.  Underlines are used to separate words. (e.g. <transmission_reference>)

· Attribute values should be enclosed in double quotes.

· Certain abbreviations are used in DHL’s XML elements.  These are:

· Attn = Attention

· Desc = Description

· Nbr = Number

· COD = Collect on Delivery

 DHL eCommerce API Request 

The eCommerce request is a generalized DHL request that handles the initial authentication and authorization of your API System ID.   

2.1.1 Data Type Element Definitions

The Data Element Type Definitions Table includes the columns described below.  

· XML Element and Attribute X-Path: The X-Path is the location of the element/attribute within the XML document.

· Description:  Outlines the high level meaning of the element or attribute.  For a detailed list of business validations see the associated error codes in Section Error! Reference source not found.: Validations and Error Conditions.

· Occurs: Lists the number of times the element or attribute is expected to occur in an DHL API XML document.  The asterisk should be interpreted as ‘many.’  For example, a Fault node can occur 0 to many times in an XML document.

· Required/Optional/Error-Specific:  Specifies if the element or attribute is required, optional, or only displayed if there are errors.

· Min/Max Length: Specifies the length and data type of the field.

· Field Type (Input/ Output/ Label):  Specifies if a field is included in DHL’s Input (Request) XML, Output (Response) XML, and if the field displays on the label

· Codes (Y/N): All fields that are associated with a list of codes are flagged with ‘Y.’ See Section Error! Reference source not found.: Error! Reference source not found. TC  for the relevant set of codes and code descriptions.  

· Associated Error Codes: Error Conditions are listed in Section 8:  Validations and Error Conditions.  All codes relevant to the listed field are included in this table.

	XML Element and Attribute X-Path
	Description
	Occurs
	Required/
Optional(*)/ 
Error-Specific 
	Min/Max Length and Data
	Field Type (Input/ Output/ Label)
	Codes (Y/N)
	Associated Error Codes

	eCommerce
	
	1
	Required
	-
	I/O
	N
	

	eCommerce/@action
	Attribute of eCommerce specifies the action for the document.  Will be ‘Response’ when the document is in the Response XML from an eCommerce Request.
	1
	Required
	20
	I/O
	Y
	1003

1004

1009

	eCommerce/@version 
	Attribute of eCommerce.  Specifies the version of API Response Schema used.  Currently only version 1.1 is supported. 
	1
	Required
	3-5/

Numeric
	I/O
	Y
	1003

1005

1006

1007

	eCommerce/Requestor
	
	1
	Required
	-
	I/O


	N
	

	eCommerce/Requestor/

ID
	Child node of Requestor.  Contains DHL assigned access ID.
	1
	Required
	6 - 20
	I/O
	N
	2001

2002

	eCommerce/Requestor/

Password
	Child node of Requestor.  Contains password that correlates to the ID
	1
	Required
	10-12
	I/O
	N
	2001


2.1.2 Schema

Please Note:  AirborneBusinessFunction is not a supported element.  It is intended to be a placeholder for the business function schema.  The current availability of business functions are Track, Shipment and  ShippingKey.  Within shipments functionality is GenerateLabel, RateEstimate and Void.   Other documents will document the specification of these:  AirborneBusinessFunction.   Please ask your eCommerce Consultant for the additional documents if needed.  

<?xml version = "1.0" encoding = "UTF-8"?>

<Schema name = "eCommerceRequest.xdr"


 xmlns = "urn:schemas-microsoft-com:xml-data"


 xmlns:dt = "urn:schemas-microsoft-com:datatypes"


 xmlns:xsd = "http://www.w3.org/2001/XMLSchema">


<ElementType name = "eCommerce" content = "eltOnly" order = "seq" model = "closed">



<AttributeType name = "version" dt:type = "string" required = "yes"/>



<AttributeType name = "action" dt:type = "string" required = "yes"/>



<attribute type = "version"/>



<attribute type = "action"/>



<element type = "Requestor"/>



<element type = "AirborneBusinessFunction"/>


</ElementType>


<ElementType name = "Requestor" content = "eltOnly" order = "seq" model = "closed">



<element type = "ID"/>



<element type = "Password"/>


</ElementType>


<ElementType name = "ID" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Password" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "AirborneBusinessFunction" content = "eltOnly" order = "seq" model = "closed"/>

</Schema>

DHL API Response 

The Shipping response(s) will be enclosed in an eCommerce response document.  This will contain the timestamp and transmission reference for the transaction, as well as any global Fault information.  It will also return the requestor element submitted in the request with the password asterisked out for security purposes.

2.1.3 Data Type Element Definitions 

The Data Element Type Definitions Table includes the columns described below.  

· XML Element and Attribute X-Path: The X-Path is the location of the element/attribute within the XML document.

· Description:  Outlines the high level meaning of the element or attribute.  For a detailed list of business validations see the associated error codes in Section Error! Reference source not found.:  Validations and Error Conditions.

· Occurs: Lists the number of times the element or attribute is expected to occur in an DHL API XML document.  The asterisk should be interpreted as ‘many.’  For example, a Fault node can occur 0 to many times in an XML document.

· Required/Optional/Error-Specific:  Specifies if the element or attribute is required, optional, or only displayed if there are errors.

· Min/Max Length: Specifies the length and data type of the field.

· Field Type (Input/ Output/ Label):  Specifies if a field is included in DHL’s Input (Request) XML, Output (Response) XML, and if the field displays on the label

· Codes (Y/N): All fields that are associated with a list of codes are flagged with ‘Y.’ See Section Error! Reference source not found.: Error! Reference source not found. TC  for the relevant set of codes and code descriptions.  

	XML Element and Attribute X-Path
	Description
	Occurs
	Required/
Optional(*)/ 
Error-Specific 
	Min/Max Length and Data
	Field Type (Input/ Output/ Label)
	Codes (Y/N)
	Associated Error Codes

	eCommerce
	Contains qualifying child nodes
	 1
	Required
	N/A
	I/O
	N
	

	eCommerce/@action
	Attribute of eCommerce specifies the action for the document.  Will be ‘Response’ when the document is in the Response XML from an eCommerce Request.
	1
	Required
	20
	I/O
	Y
	

	eCommerce/

@version 
	Attribute of eCommerce.  Specifies the version of API Response Schema used.  Currently only version 1.1 is supported. 
	1
	Required
	3-5/

Numeric
	I/O
	Y
	

	eCommerce/

@timestamp
	Attribute of eCommerce.  Specifies the date and time the response was generated by the DHL system.  This value is formatted per the w3c, CCYY-MM-DDThh:mm:ss.  This value is for PST.
	1
	Required
	19/

TimeStamp
	O
	N
	

	eCommerce/

@transmission_reference
	Attribute of eCommerce.  Internal DHL reference. 
	1
	Required
	2-30
	O
	N
	

	eCommerce/Faults
	Contains qualifying child nodes
	0..1
	Error-Specific
	-
	O
	N
	

	eCommerce/Fault
	Contains qualifying child nodes
	1 - *
	Optional *
	N/A
	O
	
	 

	eCommerce/Faults/Fault/

Source
	The Fault Source specifies the Element X-Path where the fault occurred.
	0-1
	Optional
	0-255 Text
	O
	N
	

	eCommerce/Faults/Fault/

Code
	The Fault Code is the numeric identifier of the type of error that occurred.
	1
	Optional *
	1-6 Numeric
	O
	Y
	

	eCommerce/Faults/Fault/

Desc
	The Fault Description element describes the error that occurred at the source.
	1
	Optional *
	0-255 Text 
	O
	N
	

	eCommerce/Faults/Fault/

Context
	The Fault Context element provides further context related to the error. 
	0-1
	Optional
	0-255 Text 
	O
	
	


2.1.4 Schema

Please Note:  AirborneBusinessFunction is not a supported element.  It is intended to be a placeholder for the business function schema, in this case, Shipment.
<?xml version = "1.0" encoding = "UTF-8"?>

<!--Generated by XML Authority. Conforms to XML Data subset for IE 5-->

<Schema name = "eCommerceResponse.xdr"


 xmlns = "urn:schemas-microsoft-com:xml-data"


 xmlns:dt = "urn:schemas-microsoft-com:datatypes"


 xmlns:xsd = "http://www.w3.org/2001/XMLSchema">


<ElementType name = "eCommerce" content = "eltOnly" order = "seq" model = "closed">



<AttributeType name = "version" dt:type = "string" required = "yes"/>



<AttributeType name = "transmission_reference" dt:type = "string" required = "yes"/>



<AttributeType name = "timestamp" dt:type = "string" required = "yes"/>



<AttributeType name = "action" dt:type = "string" required = "yes"/>



<attribute type = "version"/>



<attribute type = "transmission_reference"/>



<attribute type = "timestamp"/>



<attribute type = "action"/>



<element type = "Faults" minOccurs = "0" maxOccurs = "1"/>



<element type = "Requestor"/>



<element type = "AirborneBusinessFunction"/>


</ElementType>


<ElementType name = "Requestor" content = "eltOnly" order = "seq" model = "closed">



<element type = "ID"/>



<element type = "Password"/>


</ElementType>


<ElementType name = "ID" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Password" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "AirborneBusinessFunction" content = "empty" model = "closed"/>


<ElementType name = "Code" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Source" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Description" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Context" content = "textOnly" dt:type = "string" model = "closed"/>


<ElementType name = "Fault" content = "eltOnly" order = "seq" model = "closed">



<element type = "Source" minOccurs = "0" maxOccurs = "1"/>



<element type = "Code"/>



<element type = "Description"/>



<element type = "Context" minOccurs = "0" maxOccurs = "1"/>


</ElementType>


<ElementType name = "Faults" content = "eltOnly" order = "seq" model = "closed">



<element type = "Fault" minOccurs = "1" maxOccurs = "*"/>


</ElementType>

</Schema>
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